minimized data to other US. a The FBI retainsa  (8)

gencies and foreign governments.

portion of the raw data for analysis and dissemination as finished intelligence bl, b3,
products. 7E
(SFH¥E These two basic activities, which are discussed below and in
detail in Chapters Three and Four of the OIG’s report, are carried out by
bl, b3,
b7E

from the FBI Office of General Counsel (OGC), including attorneys we refer to
in this report as the Operations Attorney and the Policy Attorney.

III. (U) The FBI's Targeting Activities Under Section 702

role in the 702 Program is to acquire the

The FBI’s
This process ®)

electronic communications from the partner service providers.

begins with the NSA’s determination, based on intelligence from other agencies bi,
and its own analysis of signals intelligence already collected, thatm (S) b3,
Ieer et ettt iteetheld a selector (typically an e-mail address) may yield foreign b7E

intelligence information. The NSA applies its FISA Court-approved targeting
procedures to determine that the account is used by a non-U.S. person
reasonably believed to be located outside the United States.

I The NSA may apply its targeting procedures to target a
selector [ one-ti t. This can be done through Upstream, which acquires (TS)

provides technical assistance (TS)
: » (TS)

' Z ] (TS) bl,
in order to collect the rc(]ut‘:[(.d commu ons. Since e uh partner b3,

system (e.g., Google) functions in a different way, the steps that the FBI takes b7
vary ALLUIL]JI]'Y to which partner has the communications in question. E

W The NSA [E RO i nominations are  (S) bl
forwarded to the 702 Team in two ways: (1) by “selector sheets” that are e- b3:
mailed to the 702 Team each day, and (2) through an FBI system called PRISM, b7E

which collects and manages the requests, and rou the acquired (6)]

communications to the approptiate agents and analysts. Since the PRISM program
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is so central to this method of collection, it has come to be the default name for
this collection method itself. This use, common in the cies involved in
this type of 702 collection, will be used throughout the current report. And it is

this type of 702 collection that this report investigates.

A, (U//FOUO) The FBI’s Targeting Procedures

TS#ME] The 702 Team’s analysts are responsible for applying the FBI's
FISA Court-approved targeting procedures to the nominated selectors. The b1, b3
work of these analysts is reviewed by supervisory special agents or the b7E
Unit Chief, and in some instances, by attorneys in the Office of General
Counsel and officials in the NSD, for a final determination as to whether a
can proceed. To implement the general requirements of its targeting

(s)
b1, b3,

procedures. Flrst the FBI must review and evaluate the sufficiency of the b7E

NSA’s explanation for its reasonable belief that the user of the nominated
account is located outside of the United States, and the information that the
NSA provides concerning the user’s non-United States person status. The
targeting procedures state that this sufficiency review will be done “in
consultation with” the NSA.

service providers, and to then route them to the NSA. If directed b_\' the NSA,
the FBI will also send unminimized data to the CIA or to the FBI's
Counterterrorism Divisi

ization] pu)uL ures (see fdﬂt' sections
ort), and then, if directed by the NSA, to route that data to other U.S.
agencies, or to foreign governments.

[SPHSE) The targeting procedures do not obligate the FBI to conduct an
independent, de novo analysis of a target’s U.S. person status and location.
Rather, unless the FBI [EEEAGTIIGEORIENEAY that the target is a U.S. person, (S)
the FBI’s targeting procedures state that “the FBI will acquire bl, b3,

g ions from the tner companies." In addition, the b7E
targeting procedures state that the “NSA will . . . be responsible for determngl}xg
that a significant purpose of the acquisition is to obtain foreign intelligence
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